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Who am I?

● Philipp Beer
● 1st-year PhD student @ TU Wien
● Mobile Security vs Web Security
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philipp.beer@tuwien.ac.at

@beerphilipp.bsky.social

@beerphilipp
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Agenda

Background Threat Models

(WK)WebView Custom Tabs TapTrap

Go to https://bootcamp25.beerphilipp.com

+ DEMO
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Background
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Android Architecture Basics | Components

An Android app consists of multiple components

Activities

Services

Broadcast 
Receivers

Content 
Providers

AndroidManifest.xml
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PeopleActivity EditorActivity

PeopleActivity

EditorActivity

Backstack

Intent

Running tasks

+ data
+ extras

An app consists of multiple activities (a single screen of an app)

Android Architecture Basics | Activities, Intents, Backstack, Tasks
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PeopleActivity ChromeTabbedActivity

Intent

Android Architecture Basics | Exported Activities

+ data
www.beerphilipp.com

Intents can also be used to open other apps

exported

Exported activities can be 
launched by other apps
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Android Development Basics

Native Android apps are developed in         Android Studio 

AndroidManifest.xml

XML

Logic

Java
Kotlin
C/C++

UI

XML
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OS Component Loads arbitrary 
websites

Shared state 
with browser

Web-App 
Interaction Browser UI

WebView

Custom Tabs restricted

Trusted Web Activities restricted

3rd-party libraries (e.g. GeckoView) library-dependent

WKWebView

SFSafariViewController restricted restricted

In-App Browsers

Mobile OS‘s provide different components that app developers
can use to display Web content in their apps
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Threat Models

12



Cybersecurity Bootcamp 2025 // When The App Meets Apps

Web-based Attacker
Malicious web content is loaded inside a 

benign app

App-based Attacker
A benign website is loaded in a malicious 

app

Threat Models

MITM

Potentially 
Unwanted 
App (PUA)

Malicious 
website

Malicious 
SDK

Malicious 
iframe
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WebView & WKWebView
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● system components
○ Android WebView: Chromium

○ iOS WKWebView: WebKit

● no shared browsing data (e.g., cookies, cache, etc.) with
the underlying browsers or other apps

● support a high level of web-app interaction

● used by apps to
○ show websites
○ display ads
○ build hybrid apps (e.g., Cordova)
○ build browsers
○ …

About 56% of apps use 
Android WebView

In-app browser on Instagram 
powered by WebView

(WK)WebView
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See this blog 
post for more

An app can inject JavaScript code into a website

Problem: A PUA can inject JavaScript code to modify the website, monitor user interactions, and 
steal user data

TikTok on iOS injected JS code into every website and subscribed to the
keypress and keydown events that could be used to record all user
input (2022)

App-to-Web Interaction | JS Injection

webView.evaluateJavascript("alert(1)", null)

webView.loadUrl("javascript:alert(1)")

Android

webView.evaluateJavaScript("alert(1)");

let script = WKUserScript(source: "alert(1)",
injectionTime: .atDocumentStart,
forMainFrameOnly: false)

webView.configuration.userContentController.
addUserScript(script) iOS
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https://krausefx.com/blog/announcing-inappbrowsercom-see-what-javascript-commands-get-executed-in-an-in-app-browser
https://krausefx.com/blog/announcing-inappbrowsercom-see-what-javascript-commands-get-executed-in-an-in-app-browser
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An app can read and write cookies of a website

Problem: A PUA can steal cookies, hijack the user‘s session, or perform session swapping
attacks

Google and Facebook block logins from (WK)WebView

App-to-Web Interaction | Access & Modification of Cookies

val cookieManager = CookieManager.getInstance()

cookieManager.setCookie(
"https://example.com", "a=b")

val cookies = cookieManager.getCookie(
"https://example.com") Android

let store = webView.configuration.
websiteDataStore.httpCookieStore

store.setCookie(HTTPCookie(properties: 
[.domain: "example.com", .path: "/", .name: "a",
.value: "1", .secure: "TRUE"])!)

store.getAllCookies { } iOS

17



Cybersecurity Bootcamp 2025 // When The App Meets Apps

An app can read and write cookies of a website

Problem: A PUA can steal cookies, hijack the user‘s session, or perform session swapping
attacks

Google and Facebook block logins from (WK)WebView

App-to-Web Interaction | Access & Modification of Cookies

val cookieManager = CookieManager.getInstance()

cookieManager.setCookie(
"https://example.com", "a=b")

val cookies = cookieManager.getCookie(
"https://example.com") Android

let store = webView.configuration.
websiteDataStore.httpCookieStore

store.setCookie(HTTPCookie(properties: 
[.domain: "example.com", .path: "/", .name: "a",
.value: "1", .secure: "TRUE"])!)

store.getAllCookies { } iOS

OAuth 2.0 standard 
warns about this 

problem

Found 21 apps that 
steal cookies, user 

credentials, or 
impersonate relying 

parties in OAuth
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https://datatracker.ietf.org/doc/html/rfc6819#section-4.1.4
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Websites loaded in a (WK)WebView can call native functions defined in the app

Web-to-App Interaction | Calling Native Functions (”JS Bridge”)

window.obj.myFunction();

class Foo {

@JavascriptInterface
String myFunction() {

return getUserContacts();
}

}

webView.addJavascriptInterface(new Foo(), "obj");

App Web

Problem: A malicious website can leak sensitive information or perform unwanted actions in the
context of the app

On Android, the function 
is also injected into 
iframes and an app 
cannot determine the 

source of the call!
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Permission Enforcement

webView.webChromeClient = object : WebChromeClient() {

override fun onPermissionRequest(
request: PermissionRequest) {
// Grant or deny camera/microphone permission
request.deny() // or
request.grant(request.resources)

}

override fun onGeolocationPermissionShowPrompt(
origin: String,
callback: Callback) {
callback.invoke(

origin, 
/*allow*/ true, 
/*retain*/ false)

}
}

App

Problem: Apps may be too lax and 
allow access to all sites when loaded

WebView has no built-in browser
permission prompt

WebView delegates the decision to
the app

21



Cybersecurity Bootcamp 2025 // When The App Meets Apps

PUAs can abuse a vulnerable app

Permission Enforcement | PUA

PUA

exported

Vulnerable App

Intent

+ data
attacker.com

URL via Intent
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PUAs can abuse a vulnerable app

Permission Enforcement | Malicious Website

exported

Vulnerable App

Intent

+ data
attacker.com

URL via Intent

User Browser

Malicious 
Website

browsable
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PUAs can abuse a vulnerable app

Permission Enforcement | Malicious Website

exported

Vulnerable App

Intent

+ data
attacker.com

URL via Intent

User Browser

Malicious 
Website

browsable

Preliminary evaluation 
among 250 apps and 
found libraries that 

have an unsafe 
overwrite

Found 12K potential 
vulnerable apps and 
confirmed it on 2.2k 

apps
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Custom Tabs

27
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● A Custom Tab is provided by the underlying browser

○ e.g., Chrome, Firefox, Brave

● Unlike (WK)WebView, it shares state with the browser

○ e.g., cookies, service workers, cache etc. are shared

● Often used for Authentication/Authorization purposes

○ OAuth 2.0 standard recommends using Custom Tabs on Android

● Web-App interaction is highly limited

Custom Tabs
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Custom Tabs | Callbacks

App Custom Tab

Callbacks keep the app informed about the status of website loading

N_STARTED

N_ FINISHED

N_ FAILED

N_ABORTED

open example.com

Callbacks depend on 
behavior of the 

website

Behavior of the 
website depends on 

user’s state
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Cross-Context State Inference | Example

Callbacks can be abused as a cross-context oracle

N_STARTED

N_ FINISHED

Open Proton

N_STARTED

N_ FINISHED

Open Proton

N_STARTED

N_FINISHED

redir

Logged inNot logged in
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Cross-Context State Inference | Detectable Behavior

PUA Custom Tab

Callbacks can be abused as a cross-context oracle

TAB_ SHOWN

N_STARTED

N_ FINISHED

open victim.com

Redirection

JS and meta 
redirections trigger 

STARTED and 
FINISHED eventsN_STARTED

N_FINISHED

redir

PUA
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Cross-Context State Inference | Detectable Behavior

Custom Tab

Callbacks can be abused as a cross-context oracle

N_STARTED

N_ FINISHED

open victim.com

Content Type

videos and audios 
do not trigger the 
FINISHED event

video, audio

PUA

X
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Cross-Context State Inference | Detectable Behavior

PUA Custom Tab

Callbacks can be abused as a cross-context oracle

N_STARTED

N_ FINISHED

open victim.com

Timing

Measure the time 
between the 
STARTED and 

FINISHED events

PUA
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Callbacks

Cross-Context State Inference | Hiding

A Custom Tab can be hidden by overlaying it with another activity
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Cross-Context State Inference | Unique Characteristics

Framing Protections
X-Frame-Options, CSP frame-ancestors

SameSite Strict Cookies
SameSite strict cookies sent on navigation

<109 <1.48 <110

SameSite Lax 
cookies are still 

sent!

37



Cybersecurity Bootcamp 2025 // When The App Meets Apps

Bottom Bar

layout

Bottom Bar

Bottom Bar | Custom Layout

An app can fully customize the container at the bottom of the Custom Tab
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Bottom Bar Problems | Phishing

The bottom bar can be abused for phishing

PUA Custom Tab
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Bottom Bar

layout

Bottom Bar

Bottom Bar | Intent

An app can fully customize the container at the bottom of the Custom Tab

Intent

+ wikipedia.org
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Bottom Bar Problems | Information Leak

The bottom bar can be abused to leak user information

PUA Custom Tab

m.facebook.com
/profile 

m.facebook.com/
profile.php/?id=
100080788234879Intent

+ full URL
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Bottom Bar Problems | Information Leak

The bottom bar can be abused to leak user information

PUA Custom Tab

m.facebook.com
/profile 

m.facebook.com/
profile.php/?id=
100080788234879Intent

+ full URL This and more 
attacks on Custom 

Tabs
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TapTrap
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Activity Transitions

same-task

Intent

Animation

+

PeopleActivity EditorActivity
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TapTrap | Mechanism

PUA Victim App

Intent

+

exported

same-task

PUA

Victim

Backstack

54

low opacity

up to 6 seconds

Animation
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System Apps and Dialogs

Bypass runtime 
permissions

TapTrap | Implications

Device erasure

Browser

Permission Bypass

Web Clickjacking

Load attacker-controlled website in a Custom Tab that 
requests sensitive permission

Open victim website in a Custom Tab and lure users into 
clicking sensitive button, e.g., “pay now”

3rd Party Apps
Analysis of ~100K apps from the Play Store
76% of apps are vulnerable (contain a vulnerable activity)
7% of all activities are vulnerable

Fixed 3 months ago!

Still 
vulnerable
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System Apps and Dialogs

Bypass runtime 
permissions

TapTrap | Implications

Device erasure

Browser

Permission Bypass

Web Clickjacking

Load attacker-controlled website in a Custom Tab that 
requests sensitive permission

Open victim website in a Custom Tab and lure users into 
clicking sensitive button, e.g., “pay now”

3rd Party Apps
Analysis of ~100K apps from the Play Store
76% of apps are vulnerable (contain a vulnerable activity)
7% of all activities are vulnerable

Fixed 3 months ago!

Still 
vulnerable
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Also includes an 
analysis of apps 
in the wild and a 

user study!
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Thank You
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